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Dear Ms. Dortch:

Transmitted herewith on
the ePNI certification for
64.2009 (e) of the Commission

behalf of Repeater Network,
2008 submitted pursuant to
rules.

Inc. is
Section

Should any questions arise regarding this submission, please
contact the undersigned.

Very truly yours,

Richard S. Becker

Enclosures
cc: Enforcement Bureau, FCC (2)

Best Copy and Printing, Inc. (1)



Repeater Network, Inc.
P.O. Box 410
Bourbonnais, IL 60914

RE: Annual 47 C.F.R. § 64.2009 (e) CPNI Certification for 2008
EB Dook~t No. 06-36
Repeater Network, Inc. FRN No. 0004991238
Form 499 Filer ID 820324

CERTIFICATION

I, Harry Fitzgerald, hereby certify that I am an officer of
the company named above, and acting as an agent of the company,
that I have personal knowledge that the company has established
operating procedures effective during the calendar year 2008 and
to the present that are adequate to ensure compliance with the
Customer Proprietary Network Information rules set forth in 47
c. F. R. §§ 64.2001 et seq. of the rules of the Federal
Communications Commission.

Attached to this certification is an accompanying statement
that (i) explains how the company's procedures ensure that the
company is in compliance with the requirements set forth in 47 C.
F. R. §§ 64.2001 et seq. of the rules, (ii) explains any actions
taken against data brokers during the past year, (iii) summarizes
all customer complaints received in the past year concerning the
unauthorized release of CPNI and (iv) reports information known
to the company regarding tactics pretexters may be using to
attempt to access CPNI.

Name: Harry Fitzgerald
Title: Officer
Date: February 26, 2009



Repeater Network, Inc.
FRN No. 0004991238
Form 499 Filer ID 820324
CPNI Certification

STATEMENT

Repeater Network, Inc. (“Carrier”) has established operating procedures
that ensure compliance with the Federal Communication Commission (“Commission”)
regulations regarding the protection of customer proprietary network information
(“CPNI”).

! Carrier has implemented a system whereby the status of a customer’s CPNI
approval can be determined prior to the use of CPNI.

! Carrier continually educates and trains its employees regarding the
appropriate use of CPNI.  Carrier has established disciplinary procedures
should an employee violate the CPNI procedures established by Carrier.

! Carrier maintains record of its and its affiliates’ sales and marketing
campaigns that use its customers CPNI.  Carrier also maintains a record of
any and all instances where CPNI was disclosed or provided to third
parties, or where third parties were allowed access to CPNI.  The records
includes a description of each campaign, the specific CPNI that was used
in the campaign, and what products and services were offered as part of
the campaign.

! Carrier has established a supervisory review process regarding compliance
with the CPNI rules with respect to outbound marketing situations and
maintains records of carrier compliance for a minimum period of one year.
Specifically, Carrier’s sales personnel obtain supervisory approval of any
proposed outbound marketing request for customer approval regarding CPNI,
and a process ensures that opt-out elections are recorded and followed.

! Carrier took the following actions against data brokers in 2007 and to the
present, including proceedings instituted or petitions filed by Carrier at
a state commission, in the court system, or at the Federal Communications
Commission. None

! The following is information Carrier has with respect to the processes
pretexters are using to attempt to access CPNI, and [if any] what steps
carriers are taking to protect CPNI:
Carrier has determined that no pretexter has attempted to access CPNI
on Carrier’s system.

• The following is a summary of all customer complaints received in 2007 and
to the present regarding the unauthorized release of CPNI:
< Number of customer complaints Carrier received in 2007 and to the

present related to unauthorized access to CPNI, or unauthorized
disclosure of CPNI: None

< Category of complaint:
-  _0_ Number of instances of improper access by employees
- _0_ Number of instances of improper disclosure to  
individuals not authorized to receive the information
- _0_ Number of instances of improper access to online
information by individuals not authorized to view the
information
- _0_ Number of other instances of improper access or
disclosure

< Description of instances of improper access or disclosure: None



OPERATING PROCEDURES TO ENSURE
COMPLIANCE WITH THE FCC CPNI RULES

Attached hereto to the extent applicable is a summary of rules and
procedures to follow with respect to Network and Systems owned and
operated by Repeater Network, Inc. as it involves Customer Proprietary
Network Information (“CPNI”) and Other Customer Information under
applicable FCC rules.

You are to review and read the attached and should you have any
questions, please contact Harry Fitzgerald, President, at:

Harry Fitzgerald
P.O. Box 410
Bourbonnais, IL 60914-0410
(800) 722-1496

IT IS THE POLICY OF REPEATER NETWORKS TO NOT RELEASE ANY CUSTOMER
PROPRIETARY NETWORK INFORMATION FOR ANY REASON AND ALL EMPLOYEES ARE
TRAINED ON AND ADHERE TO THIS POLICY.

1. No disclosure of CPNI information to any party is permitted by
any employee or agent of the Company without following the
CPNI procedures and rules established by the Company.  In this
respect, given the current network operations of the Company,
all such information to be provided will require the express
prior approval or consent of the managers and/or officers of
the Company.

2. You must protect against attempts by any party to gain
unauthorized access to CPNI.  Before any access is permitted,
you must properly authenticate a customer prior to disclosing
CPNI based on information or customer initiated telephone
contact, on-line account access or, if applicable, in store
visit.

3. Since the Company does not currently provide a password to
customers, the Company may only disclose (if applicable) call
detail information by sending it to the customer’s address of
record, or by calling the customer at the telephone of record.

4. If the customer is able to provide call detail information to
the Company during a customer-initiated call without the
carrier’s assistance, then you are permitted to discuss the
call detail information provided by the customer.

5. If applicable, the Company may disclose CPNI to a customer (if
applicable) who at a carrier’s retail location (if
applicable), first presents to the telecommunications carrier
or its agent a valid photo ID matching the customer’s account
information.



6. Please note, the above rules may be modified for Business
Customers of the Companies pursuant to the terms of a
Contractual Agreement which addresses the issue of customer
information in authentication and requires where a Subscriber
has a designated account representation and the matter is
addressed by such contract.

7. There are specific notification requirements and procedures to
law enforcement authorities which must be followed if there is
a breach of customer’s CPNI.  See attached §64.2011.

8. Please review the attached CPNI rules and procedures.

9. You may ask a Company Manager or Officer to review with you
any questions you may have with respect to the procedures est
forth herein.

10. Although as a whole the communication service provided by the
Company is not interconnected service to the PSTN or VOIP, you
must still recognize the importance of protecting to the
extent if applicable Customer Proprietary Network Information.

11. Report any evidence of wrongful or illegal activity with
respect to CPNI to the Company c/o Harry Fitzgerald, P.O. Box
410 Bourdonnais, IL 60914-0410; telephone (800) 722-1496.



Fledlerm Communibllloris Commission

AppendixB

Fin:il Rules

Subp:ut V of~a..164, tifTille47 oIthe'Cod~ofF¢tral Regula~ions. is amended to read IS follows:

SUBPART U - C1JSTOME~ ~ROPRIETARY. N-ETWORKJNFORMATI.ON

I. Section 64.20Q3(k) is amended to lead ils f.etllows:
,

(k) TeleconmlJinic:atiam carn-er ar carrier. The terms "te!i::Commuaieatioos curicr" ot "carrier"'
snail bOlYe Ihe sariie nknrIing ~ liet forth in section 3(44) of lhe Com.mu11ici,aliolls Act of 1934,
l!S aroeoded, 47 U.S.C. l5J(44). Fo!" titc-plltpQS~'of tliis sutipart.tbeterm
"1c1ecommumcations carrier" Ot "carril;r" sll!J,l1 include an enDl)' that· provides inttrconnected
VolP secvice., as -lbat teml is defined in section 9.3 ~fthese 'rule,;.

2. Section 64.2003 !5 amcoded by redes.ign.""I"ting fJ'll1lgJllp;hs (j1)-(1) and l;!y adding the foUowing
'paTiI'!.'1'apHs; - .

(a) ;(C'COUilI jnform_Qlion. "Account inforrr.alionl' is'i..''lformanoa thal·iS specilicaUy ~omiectal 10
the customer's service relarionship-witiJ the enaj'er, inefuding such things as aD acCount
cumber (It :tn)' component thereat the telephone nu~et allsoeiat~ with lhe account,pr the
bilJ's amoun.l.

(b) ~d(h-es~ ofl'ecor.d.. "An "address ofr~ni," ,yhelher POSt:l./ or deetronic, is an address IhB.t the
carrier has IlSsoclated with the·cu.stower's.~c!JuQffor.at: least]O days.

(d) CDIl ikloilln!ormo,'irm. Any infumlatioll th~t peltslns, to lhl trallsrnis"siol'l ofspecific
telephone calls, inc:\lding, for outbound ~II$, !he number .ca:Ucd, and the time, location,-or
durat,iOn or any cilJl:and, for in6.ound calls, the' munba Trom which the call W3:S pl'iked, and
lhe rime, locutioll. or duralilXi of any cilll.

(m) Readily ollOilab(r: biagrqphical injormqtlan. "~dl1y availabte b[ogmphieaI information" is
infonnalioo dr.l\vn fr9m ~customer's life IUs.lory and fnclude$ such things as the customer',S
soc:iOlI sccuriJy num~r, or. the-last tOur digits'tJ(m<l.filumbcr, meurer's maide:ll name:; ,h9J1)C
3d dress; or datI:; of birth..

(oj TdephOl'lf! nll1Tlber- afr-ecord. The: telephone numb'er associaled "With the uncerlying service,
not the telephone llUI1lbd' supplied as a·,customer·s "ContaCt information... · .

(r) Validphoto lD, A '"v:,Jid phOlo ID" is a eoVcmfue:nt-iss'oed means ofpersoml1 iaentiflaltion
with a photograph such as II drivu's litcns:;,passport, or-compara.!:Jlc.fD that is.1lO1: expired

3. Section 64.2005(C;)(3) is amended f9 I"CId a5 follol.l's:

(3) LECs. CMRS p.-ovide:rs, and entities thaI pi:o\Ii(1e int~Dne.Ctc:d Vot? serVice as tliat term is
defined illl sccrion.9.3 of (hcse N_I~. lnay ise CPNT, wilboUl customer appro ....al. to .mnrkel
serviCC! formerlyknoWn.as lidjuno.l.o.bllSic services, such llS, bilt not ~mit~d 10, speed
dialing. "ClY.nputtr"'P'"O.... ided directo?, II:ssislllnCc:, cal( monitoring. call tn'ldng, call blocking,
cilll rclUrn. repeat dialing, c.,11 tl1u;.kil1g; call w.aiting, caller £.D., enll forwaJdins. and certain
cenlrex fe:J[ures.

so
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{el Onli,ir. oci:ess.lo CPNJ. A le(etomrlll.mications ~rtiermust aulhentic;ale a CUStor.1Ct wilhou.~
Ibe us.e ofn:adily il~ailab1ebiographical infonnati9C. or account ~fD~riqa,prior to
aUowin:"the cU$lOD'IC.r orrtine access to CPJ\'1. rel3fed to ~ leI_eCoinmuaiClrliolUi·serviee
.:!.C<:OUl1t. Onee ~!henticatc::S, lhe.,cusisnncr~y only obmin-cnl~e a<;ce:s.s:ta CPN( rclllictl to
a t£lceommunicati9~ seM~ :xc;p~nl ttu-ough I ,pas.swl?rn. .as"descrlb~ in lJaragBph tercE
tll;~ ~tion: \bar is~ proClpled ~y~ carrier~g (pc.readily 8;.V1IiJabLe biograpbica.1
iJ}/'pmlation, 9t" ACCOWJllnf~on.

(d) In-:liote UC'C'C.tS to CP,,!I. "A telcoomn~lIicatiOflS curier may diScl~se.cPN'( 10 a ctistoo:er
who,.8t.I.earrier's l:cuH lC1C3tioo,..6rst.prescots 10 the [!:lc:commu-nicaliOn!'Carrier or its 8genr:
a VlI.tid photo mm.'leh.lag. thc cuStomcr'sild:ounf"infcjmati¢q.

(e) e.Jlafrli:ih,,(~,roJoPCusWord:andBac'lt.-tip Illllhl!f71rCQliun.Melhods)or!.os1 or Forgotle»
PaS.r'!t'of'tk. To estnpliSh I p'2ssword;alelecOrTltDunicarions ClU'Tier must autl1cntic:atc the.
Q.1slo~er without the use .offeadjly ..~ilnble bi.ographica\ inron:nalion, -oraccoum
infomulliOIl.. 1'ela:ommunit;ations carriers mil" .trtare a back"uP"CllstoI1U;r iuthenticatioo·
method"in.llre event qfil" IO$t"or f0ti0neu ptlS5\'\ItI.rd, but·sucb baelHJp customer atitllenricZttion
~thod r:n3y cot prompt the'cuslomer fOC' rddily IIVl1ilable biogroplticnl infocinadon, or
account \nforomlioo. lfa cusrom~rcannOI provide the cen·ecJ. password or the correct
n!$po~ ~r dIe bad:.-ilp cu'sl.Omer 8uthcnticafion.rnet.bod, ·"thc customer must establish a new
password a! described in this Pllr.1Jfllph..

(t) Nolifl£D!ion ofDCCOllliJ. changes. TclecomrnWlleations c:arrios mu~ DObfy custoiners
iOlll1Cdiately whene,,-cr a pa~r!1, ·cuslo.mer responSc 10 a beck-up mans of·aUthentication
tor !oSt orrorgouen p:lSSwords, onlineJlCCiOUnl•.or addn:ss of~"" is c;reated or changed
This notificatic?n is oor~ra1 when the customer uutiatt:s sc:rv1l»,. .i.ocJLfdiftg the selection of
11 passwordat~ iairiarion. rhis no(ifK:otion may b: through II ~m.er:~rigiruited

vok:e;mail or text l1l.es.sa&e to thc tclephone-.t.mbel'" ofrcconl., or by mail to lht 3d(1.-e.u of
n::cQI"d. add must nor.rt:\ICa! tbe changed infornwibn orbe spillo me new atCOU!1l
iafOlTJ;lation. •

.(g) Bllsiness CttSlDmei" £tempioIl. Tdecommcnicilt,ions carrieJsmay bind themselves
co.n:lr.l~LQlIy co....ulh:nticarioa reglmes.Qthci~ those .des~rib:ed"in this'scenon rOqcrvi"ces
they provide to their trJsincss eustomcD lhs ha....e boUt 8. d:diciuwa~tn:p~nt.auve

and a cotttr;lct tbltspeeificaUyad~ Ihe cani~rS' pro1¢tiOD of.CPNI.

7. Seclioo 64.20 Il is added to read as follpw·s:

§ 64.2011 NotifiClltiOO of castomer pr,oprictary·ne~rkinformation securUy bre"ntlles

(II) A IcilccommWlic3lions carrier sball ;IOtify loweo.forcetncnt'ot'a breach of ill cUstomers'
CPNI as provided in this se<:tion. The cnmcr s!inIl not nGofy ~D Q.C5LOlnm Qr dis.close t!t,e
bre:l.ch publk:ly, wheL1t~ volUQIariJ)''Or uncler stn:,c or locaLla..... or tf:tese rules, untiJ. it has
compltti:d theproeess·ofnotifyinS.l4w enf~"Q1C pursU3D.1 tp pa:'!g•.Jph {bl.

(b) As·SoOD as ~!'l'ctfcable, and iD.llo-,evcnt .k.\·cer than seven (7) business days. after«asoaz.ble
dcter:JlirtBtioo of the breac)l.. me te:lcconmuniCitidns canicrshatl eleetroniClt!ly notify the:
United Silltl$~t Servi~ (USSSl and lbc Fedem.B1Ireau·offuvestigtltkm (FBI) thtbu.!h a
ccntrDfreporting ~iry. -The CommissIon will meioiain a l!nk to-the repotriag facility:it
t.nplr",..,., ......rcf·gov/tbfq:m~.
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4. Seclion 64.2001 is ameodei:l by deleting pl!I<Igraphs (b)(2) and (b)(3), M.d revisingJlarograph
(b)(1) 10 read os follo\vs:

(b) Uft afOpt-qut l;m~ Opt-I" Approval Proce.~'1e.!. A. telecoutl:nuniclllioU$ c:ur.i~ may, l;;l,lbj;:FI
to opt-out apI!rovol Of op~-in Appro...",I, l,JSe its cus~ot'C!Cr's i.ndividually Xlentifial;Jle CPM fC;C
the purpo~of m::r.rkC;ling communip.lion;;;-r>:1ul.cd $CNiccs 10 thill. cUStomer, A .
tcleco·mIr1U1licaoons'camer·n1:1J. S}ibjc;.l to cpt-outlipprov;ll or opl-in approV<'l. disclose tis.
CllSIe:me::'s individually identifiable CPN1; for the ,purpose ofmarkcliog'communicl'ltions­
.{e1ate"d services to IhiJctcitomer. to its agents :lnd its affil{Qtt:s th31. prtivide'COlnmtlllieations­
related.sen.'ices. A lelecommunic;ltions carrier may alsll pennit $"Llch persons or etllities to
6bt:l~'" occe.<tS to such cPNI for sucb.purposes. Exccplfor·usc IlDd disdo:;ut'C ofCPNI th:J.t1s
pcnnitled YJithoul cuslomer approval under secticn § M.2005, or thztt is-described in tills
paragraph, or ~s otilcrwiscprovided.ia$edi9!'1 222 C!ftl:te CommWlications Act of 1934, as
amended. a telecommunications carrier may only use, disclose, Qr pc:rmit access 10 ils
cu~'omer'-, individually i~Q.tifiable C'P.Nl Slibjc,?l \0 opt..m approval.

5. $t:"clion 64.2009 is an;.eodcd by revisiog.paq:g~pb (cJ 10~d as follows:

{c) A reJccommunieations camer must pa!"c'3!i .o(lic.er. as. an agenl oflhe c:trricr, 'sign o.nd file
With the ComIDission a cOlltplialic:e ecrtific."Ire on an annulll.basis. The offictr must state in
the cenification thBl he ol'sh.c has persail:l1 knaw!edgethai the COmpBnY bns established
opcraling procedurc.~ t~1 :are ndeCjllate t9 cnslJre corrpliance with·the -We5 in this subpart.
The camer mllstprovide '!' stlltemcnl ~mpnl:lyj:'lg~ Ce(1ifi~teeJ'lplainingbow i!S
operating pro~ures ensUfC ilial it is or: is. !lOt in CQmplian~ with Ib~·nt1cs: in Ihis subpart: in
addition, the c!'IlTier must ~ILtde an e:'lpl&ilalioQ qf~S ~tion5' ta~e\1~instdala brokers &nd
3 summary ofall c;l1stonrer.complail1lS reedY«! in t~ ~l year concerning the i.m!uthorizcd
rele.llSC orCPNl. This filing m~st be rn'tl~ annually \vith tb.e\fuifor~'ClJlent Bureau Of\ or
b.d'or~ March I in EB DockctNo. O&-~6,.for cata pertaioing to Ihe previous c.a1eodar yell)",

6. $ec"tio'n 64.20'IQ.is ndded to n:ad as followS":

§ 64.•2010 S:lfi:gliatds 6a the disClosureOf' cu5tomer proprietnry netWO;rk inrO;I1tDQOn

(a) Sofeguardfng CPNf. Telecommuoi~3tions l?3me:N !tJ!1St take ~SDnab1cmeasures to discover
and protect.agains.t attc.mplS to g3in unauth9t:'h.ed Elccess to'CPN!. Telecommunications
carriers' tmlst properly iltJtlleutiea,te a cu.st~r. priqr t6 4isclosing CPNI based on «\Is.tomer­
.io:irialCd 1elep,hone contacl.-onlioc JlCccWltaccess. Ql" an Ln-s.ldre visit.

(b) Tt!lephone ac('t!Si 10 CPNI. TciecorDlilUnieancms carriers may only disclose Call detail
. infOrmation o'vcr.the telephone, based 0(1 CU$lOmer-init:ated t~le?h<ine cootacL ifthe

CUSloIDer first provides the camer with::t pa.ssword, .as desccibecl in pan!grart! (e) oflhis
section, th,n is not prompted by the carrier asking for rudily a\;.aiJable biographical
information, or .account.. iI'lforitult!on, .if the customer.does .not provide -a PCSSl\'ord, the .
-lclet:ommunicatioils c;ar.rier m:J.y ooly. disclose call detail inf~mnatioo by sc;nding it to the
COSlocner'~ address pf·record,. or, by cailtng the customerat ~e telcph9l1e number of ~ord.
Itthe.cu.stomcr,isAbl~ttl prov'ide cali de.l.ail infonnatioD to the telecommunications cmTier
during', cvstor:net-initiille.d call. withou; the teleCOl7.lmUllietltiOos canier'ussist<lrl<:e) then the
leleco[lliinun~cations ~et Is p~ned to discUSs the cii.ll d~tai Iinfom.ahon provided'try the
customer.
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(el Online octess la CPN1. A tele~vl1unications carner must nuthenticale a customer withou~
Ibe lIs.e ofrcadily i1v~ilable biographical infQrmatipn. or account ~fu~tiqn, prior ro
aUowing·the nlSlOmer OJrljne ac<:eSs to CPNl reltlfed 10 2 teI.eeoinmuoicnions'service
~ccounl.OJ1Ce aUJhentic8ted. thc,~i9mer m.!y only obrain'Oniipe ac;eess:to CPNf rel:1t~ to
a lelecommul\icnti9Il.S seMc~ ac~Ol~nl through 8.J'3SSW9rd, .as'.dcscrih~d in ~r:ag.raph (e)"nf
Il)i~ ~tion: Lbar is nql prompled by.Lhj; carrier ask.ing fpc,readily a....aiJable biographical
~fpntlation, pr accOunt inf~nn:uiQn. .

(d) In-.flore UCCl:.tS 10 chil. A telceo~n1!Jnications curier may di~loscCPN1' to '3. ct:lston'let' .
who,.au·camer's IX:lail.!ocanon,1irsl.pte$CDCS 10 the telecommunications· caTTier or its agent
ft valid photo ID malchiog. the customer's ilceouai"infonnali6i1.

(e) &tt3;li'j;)'h"(~,,afoP'assWordoDndBac'k.',ip AUIJllmlfCtJtil)lJ.Mt:JhailsjaT Wsl or Forgot/ell
P~nk. To csta~liSh a p.ss.sword,·a. teJeeormilUnicarions cnnier m4Sl autllenticatc (he.
CUs1m:ner witbouc the usc ~rreadily a~ilnblc-.bi?gmphicai info"rrpalion,.or"UCCoun'l
informalion. l'elecommuni~8tiQDS carri.cn may eftate a back-up'c~stotm;r ;'lllhenticatioo'
method' ill. lire evenl Q(iI'lo$rorfomotten passwo.rd. bJ,lt'sueh b::icl:,-up customer authentication
method Qllly aor prompr the''CU$1amer ~or rc:1dily available biogrnphiCllI inf"oriDation, ~r
aCCOUJU il1fonnaoQD. rfa customer cannol provide th.e cOn'eel. password or the conect
rCsp<I~ fur o.u: back-up CUSlomer authcnlicationrbc:Lhcd, -'the customer must establish a new
password as described in this j:IllrnlflOlPh.

(1) Noa/i!:otion ofO<COJJriI challges. TelecommWlieatjons ran:'iers mus' DO~fy cuslomers
ilItlDCdiate Iy whene..-cr a pa~vor!i, 'cuslqmer rcsponSe 10 a beck.-up mcalU of-authentication
for loSt: orforgotlen pssswonIs, online~unl,.oradd~s of re.>:on;l is c;rc:lted or changed.
This noci1icalk?" is nor required when me CU$IOOlef: uuliates Sc::I;Vlce•.ioclUduUl the se!~tion of
a passwoni at15cMce ioiria.tion. 'ntis no~6C3ti9J1 rMy b: through 8 ~m·.e,:-originate:d

voice;1lI8il or text message to the te!ephOlle,J1umberofr;cord, or by mail to the adatess of
fCCQrd, lU1d muSt nor ,reveal tile ehanged inforntiltiem or-be s-F't to die new :l.ccount
inforrosrion.

{g) BJ1.~ines3 Clrsti,"j~' £:temp/ion. Tdecommunicil~ions camel'S" may bipd ~lemselvcs '
co.ritrac.tU2Jly to.'alllh:.nlicatioD regimes.ollia-'lIlan lhose.dcsc.ri~ 'in this section for. services
tkey provide to lheir business customers th3i have boih D. dcdicille<:l aCC;OUJtt n:presentauve
and a.cOflbct tbat specificaUrad~ \be c.arrit;rs' protc.ettOD ofCPNI.

7. Seclioo 64.20 Il is added to rcsd as' follpws:

§ 64.2011 Notification ofcu.stomer pr.oprietaryne~rkInrormllion security bre:tches

(o) A telecommunications carrier shall notify l<lw eoforcemcnt of a breach of in cUstomers'
CPNT as provided in thii section. The ¢ame,r !hlltl nOl notify jts customers Qr dis.cJ.osc the
~ch publicly, wheLher volUl)la.rlIY1)I' undcr sl:l!e or locaLlaw or ti;lese n.des, until, it has
completed the process'af noLifying,lnw enf~m-e;nt pWUl:ulllp pa:"gr.:lph (b),

(b) As'soon as p.!1ICdellble, and in, JlQ-.e'ICnt Jiter tball seven (7) business d8ys, after·rcasmablc:
dcleTIIlinntioD of the: brea$. lhe telccorrmunii.8ti6.ns carriershall elet:tronicilJy notify the
United SIOltes-SecR:lSuvi~ (USSS) nnd·tbe Federal.Bureau·ofwvestiglllion (FBI) t1UtlU~ a
centmfreporting (ClcUit)'. 'The CommisSion will maioiain a link to-Ihe reponing faciriry ~i

~ittp:flWww.fcf'BOv/eb/q?ni:



FcC'n·n

(1). Notwi~nwQgany ~te law fo tbtcontmry, the eairier Wli hot n.6lifY cuslo~rs.~r
discLose !he bre3Cn 10 tJ:i: public.until 7 full business days have pllS;Sed after ~trfil:?tton
I.o·lhe~S and theFal~cplas prc,r,ded in.P~t:IIgrapbs-{Z) 4100 (1).

.(2) Iflhe cartier believes !hal thc{c is n cxtraordinarily urgent need to aOOfy any dass-of
afJected customea S!Xl':.er thao Q1b~l'\l6se ::lilowed under p3t8grtp~ (l). in oeder 1.0 3.Ycj(j
mvncdiate an~ ifTt'P'U'lble harm, it slull S9 indieate iil ils Dotific.1!ion ard may proceed 10
inwedi!Llely not:ify its a&dCl:l OlSlQtners bnly af't:Crconsuftuion With the ~1evant
iDYeWgalingageu~y. The carrier$hnll·~per.!lewith lbe n:levant Ln\(e@gali.ngagertcy's
c:eiluest 10 minimize any ndvetsc effeclS ofSuc.'t cuslOlJler notification.

('l) lrthe relevant investigating agency detconines lila! public disdosure or notice to
customeJ:s. would impede.or compromise An ongoiog of potentia.] criminal in"vesligatiO:l. !JT

. oational·security, such r.~enc):" may d.iieel the cartier oot to so disclose or notify for all
ioititll period of up to 3Q days. Such pcnod may be exlended DY the agency 3~ relSonably
nec:cs~ in th.c.jlldgmenl ofth,::: agency. If 5UCh. directioo.is giv~n. the aSel:!cy shnll
oOlify the canic:;r· when it apPe~rn that public di~losun: or t1QUCC"CO IItrecled Cll5tomers
will no .onger impede.Of comprom.is~!, crimInal in~tigolion ern.tional sccluity. T~e
agency' $~.t provide'in \loIfilingltS iniliaJ direc;r.onto the cum.cr, allY sub~ent

..cxlcn$on,.and aDy ootiii"<;ation lhlU aOl.iQc wiJl no longer impede or compromise a
·criminal inv"esti~on or· national Security.Met socl't wcittnp shAll bC.conrcnlpornneOll.sly
logce.d. au the same reporting fa.ciU.ty ~hat conUtins ~ocds ofontificalion$1iltd by
etlrriers. ..

(e) CrulamerNolijiaation. Anua telecornmunicalion£ tairier bas compldtd the process of
nlJtifying l:J,., enfO«:emenl pur~uam·to paRgnph (b),jl shall notify its C"JstelmCI'S ofa breach
afthosc. eusl.omc:rs' CPNl •

.(d) RI!t:Q"(/J.:ftpmg. All cmi~ sb:lll trulinbin ~ r:ecarcl~ elec-tn:Inic31ly t)l' in~ Qtbe, m:lDOer,
at.:myb.reas:hes ~vcm:I. notitioliccu ttl3dIPO thc USSS:md.tbe fBI pwsu:llli to
pantgr.tph (b), :ind notificatiom I1J¥Ic ~cWifomCTS. TheROOrd awsl intlu~ ifavaiJab1e,
<bte.sofd~v~ and ootificalion, adclZtilo:t description oflheCl'NlJhnt w:s the subj«;l. of
the breach, and me ~o.flhebre:.c:h. Ca:rriers sball re18:n lbe'n::ard for.
roinimUJJ.'l·of2.~l"5.

(e) Dcfiniliarn. As used in this section, a. "1i"n:acl1" ms oci:uried when a penon, u.lilbout
D.ulhorintioll ot exceeding authoriuu.6nt blD')I1lentionafly gained acCess la, used, or
discloSed CPNL

ft) Thi$ section ~o~ ~1 supeniCde any SIaJ)UC; reguIalioo,.orQcr. cr-lote!prClaljon in any Su~,
except roo the e:«en.t mil such stl1l'Utc, rq;tilalico. or.der, or .i"l~retalioll-isLlltonsiscent with
the peovi~~ of Ibis ~lion, M'd ~hc,n 001)' to the extent of the incoosjsteney: .




